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Analyza crashdumpu a post-mortem
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Agenda

« Co je to crashdump (core dump) ?

« Jak jej ziskat ?

e Obsah crashdump souboru

* Nastroje pro analyzu

« Ukazka analyzy

* Tipy a triky

« Debuggovaci a chybové informace z klientu
« Automaticka analyza
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Co je crashdump

téz core dump, core file, minidump

e presny obraz béziciho procesu v daném casovém okamziku
* ulozen v binarnim souboru

« obsahuje obraz procesu a obsah paméti (adresniho prostoru
procesu)

« potencialné velky soubor (az stovky MB)
« vyhoda: maximum dostupnych informaci
* nevyhoda: horsi manipulace, nékdy az moc informaci
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Pouziti crashdumpu

« post-mortem analyza pfi padu programu
» ziskani crashdumpu od zakaznika
e analyza vyvojarem, hledani priCiny padu
e oprava chyby

 offline analyza chovani programu (userdump)
e zamerneé vytvoreni dumpu
« analyza stavu procesu, viaken a pameti
* napfr. 100% CPU, deadlock
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Vznik crashdumpu

reakce na neoCekavany stav programu
* nezachycené vyjimky

e programatorské chyby

* neosetrené signaly (Linux, Mac)

« HW chyby

zpravidla dump vytvari operacni system
|ze jej vytvorit aplikaci
liSi se podle OS



A problem has been detected and windows has been shut down to prevent damage
O wour Computer.

The problem seems to be caused by the following file: SPCMDCON. SYS
PAGE_FALLT_IM_MNOMPAGED_AREA

If thiz 9= the first time wou'wve seen this Stop error sCreen,
restart your computer., If this screen appears again, follow
thesze steps:

Check to make sure any new hardware or software is properly installed.
If thiz 4= a new installation, ask wour hardware or szoftware manufacturer
for any windows updates wou might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If wou need to use safe mode to remove or diszable components, restart
yOur Ccomputer, press F8 Lo select advanced startup options, and then
zelect safe mMode.

Technical information:

W STOP: Ox00000050 (OxFD3094C2, Ox00000001, OxFEFEZGLY, 0x000000007)

WH¥W SPCMDCON. 5¥5 - Address FBFEVELY base at FEBFESOQQO, Datestamp sdadde?c
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Typy dumpu

1 4
® ke rn e I Ove You need to restart your computer. Hold down the Power

button for several seconds or press the Restart button.

) C hyby V d rlve reC h Veuil_lez redémarrer votre ordinateur.vMaintenez la touche
de démarrage enfoncée pendant plusieurs secondes ou bien
« chyby v kernelu

appuyez sur le bouton de réinitialisation.

Sie missen |Ihren Computer neu starten. Halten Sie dazu
die Einschalttaste einige Sekunden gedriickt oder dricken

° HVV problémy Sie die Neustart-Taste,

AVE2—9ZRENT SAENBDET, NT—RI %

« BSOD, GSOD, kernel panic ROMBLES 5, ) 2y MRSVER LTSS,

e userspace
e uzivatelske aplikace
* systémové sluzby
 HW problémy
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Obsah crashdumpu

* obraz procesu v paméti Eiiﬁ g;g::;::;z:s;:;:,:: S P
11 0711 BE 7 A3 1B BC 70 D A2 DA ..ceeneees 3.

* spustitelny soubor L1OTED 8 60 O 52 00 50 31 94 C7 06 3 FB AL BE 1ovs P oe i

. dilenveh knih ch C110008 1 7 6 LiloA Ps M QAL PL B I 1D B

* INTO O SsAl enyC ninovnac 0110812 05 36 B9 4504 DF A5 E9 85 83 BA BC 45 45 .6.E........EE
obsah registru procesoru Eﬁ% 55%;&%22%&;23%2 A

® 11 65 2204 ™ kerio-User-Aut
) S110400 §0 60 05 00106 00 60 00100 € 00 00100 88 v re"
 adresni prostor procesu £110099 05 60 00 0000 00 00 00(00 00 00 $0100 80  ---rorore-n:
_ o popreid oot rodbodpodbod bodpodposdeod oo SRR

* stack pro jednotliva viakna | e &% ae e e me e e mem i

e segmenty heapu
 statické promenné, retezce
« parametry prostredi, informace o OS

- Casto obsahuije citliva uzivatelska data vznikla za bé&hu
programu (napr. hesla) !
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Predpoklady pro zpracovani

tabulka symbolu
« vznika pri prekladu
« obsahuje nazvy funkci, promennych a jejich scope
* ushadnuje analyzu a orientaci v dumpu
* neni treba ji distribuovat s programem k zakaznikovi

alespon zakladni znalost ASM a architektury (Intel, PPC)
mit vhodné nastroje a umet s nimi
trpelivost
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Windows ﬂz’

A

symbol table je v souboru .pdb
 volby kompilatoru /Zi /DEBUG /OPT:REF
* nastroje
 WInDBG, Visual Studio C++
* |ze pouzit symbol server pro centralni spravu
 privatni se symboly k aplikaci (.exe, .dll, .pdb)
 verejny s public symboly Microsoft knihoven
« automatické rozpoznani verze aplikace a nacteni symbolu
* dump lze zapsat samotnou aplikaci: MiniDumpWriteDump()



I
< KERIO Connect. Communicate. Collaborate. Securely.

WInDBG

e zdarma ke stazeni

« velmi dobry debugger

e umi pracovat s user i kernel dumpy

* moznost napsat si vlastni plugin (skript)

* integrace se symbol serverem

« analyza a zobrazeni heapu, detekce leaku
« “gdb s nesikovnyma okynkama”
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[} 1 B dimp Db b, 8. 00040 L]
File Edit View Debug ‘Window Help

HINEVE SR R O R E ORLEOEE =5 A

'}

=

HadsLlLlrd FOLI222000 Us2a=ds s QU aLan o310 34l 0 Nial iEerver ! Exels Al lelr+ux s o, sSa Ll Lol LI 2 L

D3a2ffac 78132247 0342fLE70 7c80be283 02545208 msvcril! _endthreadex+0xib

*
=
=
—
u]
0

N3aZ2ffbd 7c80b6E3 02545208 7oc919af0 0342fb70 msvocril! _endthreadex+l=c?
03a?ffec 00000000 78132921 02545c08 00000000 kernel3? BaseThreadStart+0x3? oo3:124
0o4:128
_ 005: 320
FAULTING THREAD: 000006d4 006 T4

PRIMARY PROBLEM CLASS: a a

™ Calls - Dump user.dmp - WinDbg:6.8.0004.0

BUGCHECE_STR: AFPLICATI

Raw args |Func info Source  Addrs Headings Monwolatile reqs  Frame nums  Source args Mare  Less

FOHC‘WUFI'_IPi fiasecsdd Haasciid O0000000 meveTail 1
mnsvoril!_output 1+7d9 035202f8 00000400 03220714 meverBl| wenprintf. l+0x80
781l41le3a 803800 03a2c?f8 00000400 0322?0714 meverf0!_vesnprintf+0=17

03a2=714 03a2c92c 20327325 mail=serverlkerio: :log: :Log:  wlog+0=5d
SYMBOL_STACE_THDEX: 0 N0bGE=974 781500=0 006a2f3d mailserver!log _error_w+lzda
03a2c92c bebebldld 6f20746f mailserver!log error+lxf
SYMEOL HAME: me=vcrol! of 00bc%fca 00be9i78 0322d9%4c naillserver!lkerio: mnallssrver:  services: gal: GalServicelImpl:: logError+0=5d
- T J00bc9fca 00bc9f78 025431f0 mailserver!kerio: mailserver: commoh:  LogProducer: : log error+0=zle

. : N3a2fced 03a2fchbc 5dB2a543 mailserverllkerio: mailserver: =ervices: gal: :LdapFieldMap: :load+0xlbe
FOLLOWUF_NAME: Machined 03azfced 00000001 03aZical mailserverlkerio: mailserver: =ervices: gal::LdapFieldMap: :IdapFieldHap+0=1
] N3az2fcel 01hafa?8 5d82a5d3 mail=erverlkerioc: mailserver: :=s=ervices: gal::LdapClient: : LdapClient+0=x5f
HODULE_HAME: msvcrl 5d82a7=e3 0253eay0 0253eacl mailserverlkerio: mallserver:  s=ervices: (gal: :SvhchronizeRequest : process+0x
0ooooo0l 02541034 02547280 mailserverlkerio: mallserver: services:  PoolControlled: : Thread: : processRequ
ITMAGE NAME: mever80 . dllf ooo000001l 0253e=a74 00000000 mailserverlkerio: mailserver:  services: PoolControlled: :Thread:  process+0x=1
7c919af0 0342£fb70 03a2ffac mailserverlkerio: mailserver: services:  ThreadControlled: :run+0=x107
DEEUS FIR IMAGE TIMESTAM| 781329bb 0253ea?0 5d973f0b mailserverllkerioc: mnailserver:  services:  ThreadControlledInpl:  runMe+0x52
- - - 0253ea?0 5d973f0b 7c919%afl mailserver!exec handler+0=9

. o . 0342fb70 7=B80b683 02545208 msverfl!l_endthreadex+0x=3hb
STACK_CUMMAND: Zez; .8 02545=08 7=919af0 0342fb70 msverfl!_endthreadex+l=cz?

I
FAILURE_EUCKET ID- S 781229=1 0254508 00000000 kerneli?!BaszeThreadStart+0=x37

BUCKET_ID: APPLICATION_|

Followvup: MachineOwner
F 5 U3 b d
NAan-rAMN
o:0z22> | ¥ 3

Lm0, Cal 0 Sws Dicsikeri| Proc 000:dc| Thrd 022:6d4
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Visual Studio

* snadné a jednoduche ovladani

« post-mortem analyza je prakticky shodna s debuggovanim
béhem vyvoje aplikace

* |ze zprovoznit se symbol serverem

« prehledné zobrazeni zdrojoveho kodu (syntax highlighting)
« prehledné zobrazeni lokalnich proménnych, STL kontejneru
« chybi nekteré specialni funkce (napr. prochazeni heapu)
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File Edit Miew Project Debug  Tools  Test Community  Help
EARSEERAT=2" W~ N WECNF -

E-E L
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(& - | A Bl D

|dapfieldmap.cpp logproducer . cpp galserviceimpl.cpp] Disassembly - X
| (Unknown Scope) W | | W |
—
”
= * * —
bool Log::vlog(const char ¥format, va list args)
{
char butfer[MAX STR_LOG_LENGTH]:
6;) kerio::utils: :vanprintfx (buffer, !!U(_STR_LOG_LENGTH, format, args):
<l | x|
! Name value Type
+ & this 0x00000000 {def aultParamsw={.., )} isCorfigured_=777 lastLina={...} ...} kerio::log
i + @ format 0x03a2c714 “%s: Cannot open LDAP map file ¢:\program flesikario\madsarver idapmap/ads_gal.map" 4 « const cha
+ @ args 0x0332¢92¢ "Cannot open LDAP map file ci\program fles\keno\maliserver/Idapmap/ads_gal map” L~ cha®
+ w buffer 0x03a2c2f4 ™ L« char [102
+ @ Quard {rmutex=0x00000010 } kerio: :bine
< | Savos Drocats G 4 SMcdies | ) R
Thi
() Marme Location Priority | Suspenc # Marme Lang #
1732 exec_handler kerio: imailserver: services: Marmal 0
1736 listen_thread lisken_thread Mormal 0 mailserver,exelkerio: log::Log: ivlog{const char * Format=0x03a2c714, char * args=0x03 C++
1740 EThreadPoaol::managerThread kerio:kiny sk Caond: doTime: Normal 0 rmailserver, exellog_error_wiconst char * maodule=0x00bAc974, const char * Format=0x00 C++
1744  EThreadPool::managerThread kerio: kiny: i KCond: :daTime Marmal 0 B mailserver,exellog_error{const char * module=0x00000000, const char * format=0x03a2 C++
—» 1748 kerionimailserver:services:igaliiSyno kerio:log:iLog: ivlog Mormal 0 ‘9 mailserver exelkerio: imailserver i servicesigal GalServiceImpl: logError{const char * moc C4+4+
1764 KThreadPool::mananesr Thread kerin: thinye: K Cond: Ao Times Mormal 1 b mailserver,exelkerio: imailserver: ;common: :LogProducer::log_error{const char * module=1 C++

& Autos {@Lucals =] Memory 1 @Threads [#] Modules EWatch 1 %Find Results 1

mailserver,exelkerio: :mailserver: services: :gal; :LdapFieldMap: load{const std::basic_strin CH+ s

Feady

Ln 104 Col 1 Ch1 INS



I
< KERIO Connect. Communicate. Collaborate. Securely.

Linux, Mac OS X

symbol table je soucasti spustitelného souboru
« parametr gcc —g
 z distribuovaného souboru se odstrani (strip)
* nastroje
« gdb, strings, strace
* je treba presne znat verzi produktu a OS
« core dump generuje primo systém (kernel)
 ‘ulimit —c unlimited’
» uklada se do pracovniho adresare nebo /cores
« Mac: CrashReporter, Intel, PowerPC
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GDB

* velmi mocny debugger

« CLI interface

« skriptovatelny

« podporuje ruzné architektury (-oah pro PPC)

* je nutné mit presnou verzi binarky produktu

« stejné verze sdilenych knihoven jako u zakaznika
« obdobné moznosti jako u WinDBG
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[root@kms—-rheld ~]# gdb mailserver core.32205

GNU gdb Red Hat Linux (6.3.0.0-1.153.el4 6.2rh)

This GDB was configured as "i386-redhat-linux-gnu"...add symbol table from file
"/root/.gdb/StlStdContainers.o" at

Reading symbols from /lib/libpthread.so.0...done.
Loaded symbols for /lib/libpthread.so.0

Reading symbols from /usr/lib/libz.so.l...done.
Loaded symbols for /usr/lib/libz.so.l

Core was generated by " /opt/kerio/mailserver/mailserver /opt/kerio/mailserver'.
Program terminated with signal 11, Segmentation fault.
#0 0x08le83ef in imap handler (con=0x4) at /Autobuild/Builds/KMS-6426-
XfQAOzR/autobuild/mailserver/wrmail/mail imaps.cpp:7389
in /Autobuild/Builds/KMS-6426-XfQA0OzR/autobuild/mailserver/wrmail/mail imaps.cpp

(gdb) where

Thread 1 (process 8512):

#0 0x08le83ef in imap handler (con=0x4) at /Autobuild/Builds/KMS-6426-
XfQAOzR/autobuild/mailserver/wrmail/mail imaps.cpp:7389

#1 0x080ae84b in KServerTask::handler (this=0xacdc0c20) at /Autobuild/Builds/KMS-6426-
XfQAOzR/autobuild/mailserver/wrmail/services.cpp:172

#2 0x0809935e in KThreadPool: :workerThread (workerThreadParamPtr=0xabf74fb8) at
/Autobuild/Builds/KMS-6426-
XfQAOzR/autobuild/BUILD/libs/common/external/include/boost/shared ptr.hpp:252

#3 0x08b781fc in thread (ptr=0x975bd320) at /Autobuild/Builds/KMS-6426-
XfQAOzR/autobuild/BUILD/libs/common/internal/src/libs/libtiny/Thread.cpp:138

#4 0x00c2d45b in start thread () from /lib/libpthread.so.0

#5 0x00b84cde in iopl () from /lib/libc.so.6

#6 0x78362b90 in 27?2 ()
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Kroky analyzy

* nalezeni priciny padu
« zkoumani callstacku a promennych ( i v jinych vlaknech)
* registry, obsah pameti, assembler
* nekdy pomeérné obtizné (corrupted heap) a nejednoznacné -
Cim vic dumpu, tim Iépe
 hledani spoleCnych znaku
« presna verze OS, pocCet procesoru
 dalsi instalovany SW, mozné konflikty
« simulace, reprodukovani problému
» spusteni procesu s debuggovanim
 gflags, malloc debugging, PageHeap
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Problemy z praxe

 Nemam tabulku symbolu.

« Jak zjistit z jakého OS dump pochazi?
* O jakou verzi produktu se jedna?

« P¥i padu se nevytvori zadny dump.

« Crashuijici thread nemusi byt ten pravy.
« Optimalizace kompileru, inline funkce, sablony, makra.
« Posledni funkce na stacku zpravidla neni ten problem.
« Jak to, ze to pada jen na Linuxu/Windows/etc.?




L D
< KERIO Connect. Communicate. Collaborate. Securely.

Zajimave tipy a triky 1.

Kontrola integrity souboru.

!chkimg mailserver -d
00675582-00675583 2 bytes - mailserver!kerio::crypto::KLicenseManager::load license+be2
[ Of 84:90 e9 ]
006759£7-006759fb 5 bytes - mailserver!kerio::crypto::KLicenseManager::load license+1057 (+0x475)
[ e8 b4 dd ff f£ff:b8 00 00 00 00 ]
00675a99-00675a9c 4 bytes - mailserver!kerio::crypto::KLicenseManager::load license+10£f9 (+0xa2)
[ 66 £ff ££f ££:00 00 00 00 ]
11 errors : mailserver (00675582-00675a9c)

Zjisteni verze OS
vertarget
Windows XP Version 2600 (Service Pack 2) UP Free x86 compatible
Product: WinNt, suite: SingleUserTS
kernel32.dll version: 5.1.2600.2180 (xpsp sp2 rtm.040803-2158)
Debug session time: Tue Sep 9 08:31:21.000 2008 (GMT+2)
System Uptime: 0 days 2:35:43.656
Process Uptime: 0 days 0:01:19.000
Kernel time: 0 days 0:00:05.000
User time: 0 days 0:00:01.000



< KERIO Connect. Communicate. Collaborate. Securely.

Zajimave tipy a triky 2.

Process Environment Block

'peb
PEB at 7£f£de000
InheritedAddressSpace: No
ReadImageFileExecOptions: No
ImageBaseAddress: 00400000
Ldr 00241e90
Ldr.Initialized: Yes
Base TimeStamp Module
400000 44f£41555 Aug 29 12:22:13 2006 C:\Program Files\Kerio\MailServer\mailserver.exe
7c900000 411096b4 Aug 04 09:56:36 2004 C:\WINDOWS\system32\ntdll.dll
76bf0000 411096ca Aug 04 09:56:58 2004 C:\WINDOWS\system32\psapi.dll
ProcessHeap: 00140000
ProcessParameters: 00020000
CommandLine: '"C:\Program Files\Kerio\MailServer\mailserver.exe"’
COMPUTERNAME=WINGATE
ComSpec=C: \WINDOWS\system32\cmd.exe
NUMBER_OF PROCESSORS=1
OS=Windows NT
PROCESSOR ARCHITECTURE=x86
PROCESSOR IDENTIFIER=x86 Family 15 Model 2 Stepping 9, Genuinelntel
PROCESSOR LEVEL=15
PROCESSOR REVISION=0209
SystemRoot=C: \WINDOWS (zkraceno)
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Klientské aplikace

 Chceme se dozvedét o vsech problémech, které maji koncovi
uzivatelé

« Chyby vetsinou nehrozuji hlavni aplikaci, ale jsou pro
uzivatelé “otravné”.

« Muze se liSit podle typu aplikace
« Samostatné spustitelné aplikace
e crashe, divné chovani
« Weboveé aplikace
* javascript chyby, neCekané stavy
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Spustitelné aplikace

\ _0 Oh KermSym: Connector

& [tmp/com.kerio.connector.config.plist.zip (967 B)

& /tmp/KerioSyncConnector.log.zip (175 KB) hronize Now )

If you want to specify your synchronization problem, describe it here:

Contacts don't sync.
Repair broke apair... )
local client
Report the sy - : Report...
Your email address (optional): pdobry@kerio.com :

g Enable d Your report will help Kerio improve this software. Your personal information is
able ae not sent with this repart. You will not be contacted in response with this report.

Cancel Send to Kerio ‘
( ) C ) ‘ck Now... )

Check for Ke

© Kerio Technologies Inc. All rights reserved. Last synchronization succeeded
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Webove aplikace

¢~ Kerio Web Assist - Windows Internet Explorer o ] [

Unexpected exception occured in WeblMail

&n exception has occurred in Kerio MailServer's WebMail, Use this window to repart this exception to Kerio Technologies sa that we maw
assist in resolving the issue, We apologize for any inconvenience,

Message: "% _323.document, gekElementByIdi. .. )" is null or not an objeck

File; webmail/getDataFromserver, jstv=7ad9zbf619a4r574dbdSceE3669ec30F

Lire: 221

Product version:  KMS 6.7.0.7583

Server 05 Mac 05 % (10.5.6), x36

e Mozillaf=.0 (compatible; M3IE 8.0; Windows NT 6.0; Tridentf4.0; SLCC1; JMET CLR 2.0,50727; \MET CLR 3.5.30729;

JMET CLR 3.0,30618)

E-mail {optionali; I

User comment:  |p)ez=e replace this text with a brief description what you ﬂ

were doing when this error occurred.

I™ Do not show this windaw in Future (error reporting will be disabled)

Mokice:
Mo other data except the information stated here will be sent to Kerio Technologies.,
Errar reparting can be set in Settings | Abauk,

send error report Don't send
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Motivace pro automatizaci

chceme dump co nejdrive

e Cim drive bude chyba odstranena, tim mensi bude mit
dopad

chceme co nejvice dumpu
« z vice dumpu se snaze odhali chyba
 telefonicka podpora vs. anonymni upload
chceme mit co nejmeéne prace
pozitivni vliv na zakaznika
« ,Dobry den, vCera Vam spad| mailserver, vime Cim to je.”
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Vznik a odeslani crashdumpu

« soucasti baliku aplikace utilita
assist

detekuje a zachyti pad
aplikace

restartuje aplikaci

odesSle informace na FTP
server

provadi analyzu OS

po nabehnuti OS analyzuje
kernel memory dump

‘® Kerio Assist x|

Ketin WinRoute Firewall encountered a problem and had ko be stopped., We are
very sarry far the inconvenience,

Please tell Kerio Technologies about this problem.

&n errar report has been created which will help us greatly to improve the
produck, Using this tool vou can now upload the report ko a Kerio server, All the
information in the report will be treated as strictly confidential.

Wthat were wou doing with the product when the problem occured?

-

=
Email address (optional);

Please note that the report could be quite large, up to tens of megabytes,

IUpload the Repork I Do Mothing
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Prijem crashdumpu

« FTP server
« 1x denné zpracovani pfichozich souboru

* rozdéleni podle produktu
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Zpracovani crashdumpu

« 1x denné stazeny dumpy analyzatorem
« Perlové skripty
* rozdéleni podle komponent

« analyza pomoci kd (radkovy debugger, soucast WinDBG) +
extension pro Kerio produkty

e zpracovani vystupniho logu

« odeslani vysledku na prezentacCni server | |kwfkd.delim

» odeslani pifehledového emailu 'analyze -v
| kwfkd.delim

Ichkimg mailserver -d
Ikwfkd.delim

I'kwfkd.delim
q
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Uchovavani a prezentace vysledku

« WWW server + databaze
« prijima vysledky od analyzatoru, uklada je do databaze
* prezentacni rozhrani

* poznamky

* vyhledavani



< KERIO | upload | show uploaded | search | ENeeged 70114 | show |

September 2008 Only product: Crash info i
Sun Mon Tue Wed Thu Fri Sat KIWF s KWF-6.5.0

Show: Customer comment:
1 2 3 4 3 6| p| - 1D 70114 Winroute crashed after
7 a 9 10 11 12 13 | Type: Release Beta several days.
All . Customer e-mail:
14 15 16 17 18 20 P p— v Type Engine kburns@meddowsecurity.com
21 22 2T 24 25 26 27 Al : . UUIN 54134927-07D9-0AAG-3B81-5B5B09FE Customer upload time:
23 29 30 File info KWF-6.5.0-BUILD-4794-WIN-ENGIME 18,/09/2008 _].?:25_:5?
Uploaded 2008-09-19 04:03:00 Dump archive size:
ploade 32791394 B
- today . Last change 2003-09-19 04:03:00
Result URL http://fin.kerio.local/kedfview.php?id=70114
- Archive Get from FTP
€) Engine 70114 KWF-6.5.0
@ Engine 70113 KWF-6.5.0 Analyze

€D Av-serv 70112 KWF-6.4.2 Fl Click to collapse

lanalyze -v

Ichkimg -d WinRoute
lkwflkd.testBug10250
Ikwfkd.ctracktab
ITkwfkd.license
lkwflkd.uptime
wvertarget

ecHr

kb

e e

€D Av-serv 70111 KWF-6.4.2
€D service 70109 KWF-6.1.4
€D service 70108 KWF-6.1.3

m

[ [ B EHEEEE

#*w% Stack trace for last set context — .thread/.cxr resets it

ChildEBP Retiddr Args to Child

1704££18 00422735 000celef 008bbf£04 T7etkbkid winroute!DnsBesoclver::resend{ueries+0xidd
004228c2 17042951 00000000 124795978 winroute!wrTimerUnlocked+0x375

0036278 00000000 00000000 00000000 winroute!wrTimerThread+0xfz

TE1325bb 124759578 0£45%96e3 00000000 winroutel!kerio::tiny::thread+ix48
78132247 00000000 77ed8608b 12475b30 msver80! endthreadex+0xib

1704ffbE8 77e6608b 12d475b30 00000000 00000000 maverB0! endthreadex+0xc?

WABNING: Stack unwind information not available. Following frames may be wrong.
1704ffec 00000000 78132%=l1 12d473b30 00000000 kernel3Z!GetModuleFileMNamel+Oxeb

lkwflked.sc fdisasm
Ipeb
lkwfled.debug10038

Flags

] solved [l cracked Bugzilla bug #:

Internal comments Official comments
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Connect. Communicate. Collaborate. Securely.
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FTP Server

Kerio Assist

Crash dump analyzer

Presentation server
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Budoucnost systéemu

« fetch -> push

« konsolidace vysledku podle callstacku

« assist z desktopu do administracni konzole
e automaticka zpétna vazba k zakaznikovi
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7 SomeProgram

Alternativy e it . Ve

i you were in the middle of something, the information you were working on might be lost.

Please tell Microsoft about this problem.

We have created an emor report that you can send to help us improve SomeProgram. We
will treat this report as confidential and anonymous.

® Wi ndOWS Logo Program’ What data does this emor report cortain?
. . Why should | report to Microsoft ?
Windows Error Reporting

ded| . i =
° IS + mMinidum
O eS e pop S u p Address Fé_']http!ﬂoca.micto'soft;cqm[enIResponse,e ;I Go

* server sdruzuje dumpy podle & 7= Sn—_—_— |
callstacku A Online Crash Analysis

e udrzuje statistiky

D e , - o A Fix Is Available
® pOpIS resenl Zpet aZ k Thank you for submitting an error report,

v . An update is available that may correct the problem you reported. Downloading updates
u Z I V ate I I will improve the stability and security of your computer. To obtain the update:

. Click the link below to go to the Windows Update Web site,

() re g I St r aC e Z d ar m a é On the Windows Update site, click Scan for updates.

. Under the Windows XP section, select Recommended update for Windows XP SP1
{KB822603).

4, And, install all the updates that the site detects as critical,

Click here to obtain the update

Additional Technical Information

e INFO: Availability of USE 2,0 Support in Windows XP SP1
o Availability of the Windows ¥P SP1 USE 1.1 and 2.0 Update
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4

Zaver

» crashe byly, jsou a vzdy budou

* pocitejte s nimi, budte pripraveni

« pfripravte si potfebna data uz za behu programu
« zohlednéte pri navrhu a implementaci
o "*Coredump 6.2.2.4262**"

« Kdyz se o problému nedozvite, nemuzete jej vyresit.
* Proaktivni pristup se vyplaci.
* Velky prostor pro automatizaci. Nechte hrubou praci strojum.
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Odkazy

Debugging and Error Reporting (Windows)
http://msdn.microsoft.com/en-us/library/ms679300(VS.85).aspx
Crash Dump Analysis and Debugging Portal
http.//www.dumpanalysis.org/

Debugging Tools for Windows — WinDbg
http://www.microsoft.com/whdc/devtools/debugging/default.mspx
Debugging with GDB
http://sourceware.org/gdb/current/onlinedocs/gdb_toc.html
Microsoft Winqual

https://winqual.microsoft.com



http://msdn.microsoft.com/en-us/library/ms679300(VS.85).aspx
http://msdn.microsoft.com/en-us/library/ms679300(VS.85).aspx
http://msdn.microsoft.com/en-us/library/ms679300(VS.85).aspx
http://www.dumpanalysis.org/
http://www.microsoft.com/whdc/devtools/debugging/default.mspx
http://www.microsoft.com/whdc/devtools/debugging/default.mspx
http://sourceware.org/gdb/current/onlinedocs/gdb_toc.html
https://winqual.microsoft.com/
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Otazky ?
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Dekuji za pozornost !



